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Abstract:

Wireless Sensor Networks (WSNs) consist of numerous wireless nodes that are distributed across physical
locations to monitor environmental conditions. These networks are increasingly integrated into various
sectors, such as defence, banking, and education. In such environments, efficient and secure data sharing is
critical. Two key challenges in WSNs are node authentication and data communication security. This paper
proposes a solution that addresses both issues. Node authentication is achieved through the generation of
authentication keys based on the combination of fingerprint-derived SHA-256 codes and random image-
based SHA-256 codes. To secure data communication, the proposed approach utilizes secure authentication
keys for both the sender and receiver, which are then used to generate a communication key. The strength of
the communication key is validated using various online and offline tools. Comparative results with previous
research demonstrate that the proposed method offers superior key strength and enhanced security for
WSNs.
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1. INTRODUCTION

Wireless Sensor Networks (WSNs) have gained significant attention in recent years due to their diverse
applications across multiple domains such as military defence, healthcare, industrial monitoring, agriculture, and
environmental management. A WSN typically consists of numerous wireless nodes that collect and transmit
environmental data to a central system for analysis. These nodes are often deployed in remote or hostile
environments, making them vulnerable to various security threats. As the reliance on WSNs grows, ensuring the
security and integrity of data transmission becomes paramount [1].
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Figure 1. Wireless Sensor Networks
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Two of the most critical challenges in WSNs are node authentication and secure data communication. Node
authentication ensures that only legitimate nodes participate in the communication process, preventing
unauthorized devices from infiltrating the network. Without effective authentication, the network becomes
susceptible to attacks such as impersonation and unauthorized access. Additionally, securing data
communication is essential to protect sensitive information from malicious interception, alteration, or
eavesdropping during transmission [1].

Existing security protocols for WSNs often focus on one aspect, either node authentication or data security, but
rarely address both issues simultaneously. This paper presents a comprehensive solution that combines secure
node authentication with robust data communication security. The proposed method uses a novel approach for
node authentication based on the generation of authentication keys derived from fingerprint-based and random
image-based SHA-256 codes. These authentication keys are then utilized to form secure communication keys
for data transmission [2].

The effectiveness of the proposed system is evaluated by comparing the strength of the generated
communication keys with those from existing methods, using both online and offline security tools. The results
show that the proposed method offers superior security, ensuring the integrity and confidentiality of both node
authentication and data communication in WSNs [3].

2. LITERATURE REVIEW

R. Hu (2016) [4] highlighted that despite advancements in biometric technology, system-level issues in security
systems, such as vulnerabilities in observation spaces and challenges in complex reconnaissance scenarios, need
to be addressed. Issues like non-cross-over of sensors, reduced efficacy in poor lighting, and outdated traditional
warning technologies remain obstacles to improving government-sponsored retirement programs' performance.

X. Wang et al. (2018) [5] discussed how large enterprises and public organizations use Managed Security
Services (MSSs) to monitor and analyze cybersecurity data. They emphasized the importance of secure and
controlled data sharing among MSS clients, despite privacy concerns. Their proposed solution focuses on
enabling confidential, flexible, and cooperative data sharing while maintaining existing privileges and tasks.

T.T. Teoh et al. (2017) [6] utilized Hidden Markov Models (HMMs) for predicting cybersecurity attacks,
highlighting the effectiveness of HMM’s probabilistic nature in modeling complex security events and reducing
false alarms in network security logs.

M. Elsayed and M. Zulkernine (2018) [7] addressed security risks in cloud-based scientific applications, which
handle large datasets. Malicious, weak, or misconfigured applications were identified as top threats in big data
security.

M. Kantarcioglu and F. Shaon (2019) [8] proposed the SECUREDL framework to ensure the protection of
sensitive unstructured data, processed by Al and machine learning models. The framework includes features like
access control, audit logs, data masking, and intrusion detection.

L. Ming et al. (2018) [9] presented a security model for Intelligent Transportation Systems (ITS), incorporating
network security and transportation data elements. They tested the model using simulations with malicious
nodes, showing significant performance impacts, including higher costs and longer travel times.

A.R. de la Concepcion et al. (2014) [10] developed a versatile solution for wireless sensor networks, ideal for
transmitting large data over bandwidth-limited channels, with applications in sustainable agriculture.

F.Z. Glory et al. (2019) [11] introduced a user authentication algorithm that generates passwords based on
dynamic inputs, such as favorite book titles or secret dates.

Shah Zaman Nizamani et al. (2017) [12] proposed a text-based client authentication scheme, enhancing security
by altering the password input method and preventing online security attacks like shoulder surfing and

keylogging.
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3. PROPOSED WORK

Algorithm 1 W5SN Security Model Algorithm
1. Mode Authentication - Reglstration Process
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: Get the Fingerprint Image for the User Node Identification.
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% Process Fingerprint Image wsing SHA-256 and store in FiglmgSHA.
i Process Photo using SHA-256 and store in PhotoFileSHA .
: Store the details in the database.
# End of Reglstration
9 Mode Authentication - Login Process
Bk ]%'.'i'.ll [-H I."\::'.I.III fl'l. :\.':.llll.'.
11: Get the Fingerprint Image for the User Node Identification.
12 Gt the Random Photo from User for Image Validation.
13 Process Fingerprint Image using SHA-256 and store in FiglmgSHA
14: Process Photo waing SHA-256 and store in PhotoFileSHA.
15 Feteh the Details on basis of UserName.
i if Dwtails Verified then
17 Access Granted

IH: H]HE

1% Access Dended

o end IF

1. End of Login

rx Data Communication: Sender End

= Aceess the Authentication Key of Sender and store in SHASender.
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w: End of Sender Process

a1 Data Communication: Recelver End

a2 Get the Communication 1D, and KEYDataCom (Communication Key ).
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a4 If Details Corresponds to Recelver then
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= end IF

. End of Recelver Process

4. IMPLEMENTATION AND RESULT ANALYSIS

The hardware infrastructure for the Wireless Sensor Network (WSN) security model consists of various
components designed to support both the sensor node operations and secure communication within the network.
Each wireless sensor node typically includes a microcontroller, such as an ARM-based processor, that controls
the node's functionality. The sensor nodes are equipped with environmental sensors to collect data (e.g.,
temperature, humidity, motion) and communication modules like ZigBee, Wi-Fi, or Bluetooth for wireless
communication. A power supply, such as a battery or energy harvesting system, powers the sensor nodes.
Additionally, biometric devices such as fingerprint scanners and cameras are used to capture user identification
details, which play a key role in the authentication process. A centralized or distributed database infrastructure is
employed to store node registration details, authentication credentials, and secure communication keys, while
user interface devices (e.g., computers or smartphones) facilitate the management and monitoring of the WSN.

On the software side, the WSN security model is designed to handle critical tasks such as node authentication,
secure data communication, and data management. The node authentication process involves capturing
fingerprint images and random photos from the user, followed by processing these images using the SHA-256
hashing algorithm. This ensures the secure storage and validation of node identities. Secure communication is
achieved through the generation of unique communication keys derived from the authentication keys of both the
sender and the receiver. These keys are used to encrypt transmitted data, ensuring confidentiality and integrity.
The software also includes a database management system (DBMS), either relational or NoSQL, which stores
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authentication data and communication keys, facilitating secure login and message validation processes.
Security mechanisms, such as SHA-256 hashing, are integral to maintaining the system's integrity, ensuring that
both the authentication and communication processes remain secure. Furthermore, a user interface is provided
for administrators to manage nodes, initiate communication, and monitor the security status of the network.
Simulation and evaluation tools are also employed to assess the strength of communication keys and evaluate
the overall security of the system, testing its resilience against potential attacks.

n MainForm2
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FingerPrint and PhotoBased Mutual Authentication

Send Data Using Session Key

Receive Data Using Session Key

4.1 Results Analysis

One of the base papers for companson, F. Z. Glory et al., 2019, formed the pattern on

the basis of the concept then proposed on their paper, the sample pattern according to

Figure 2. Implementation in Matlab

their concept is taken as,

“Base Paper Password Pattern

{urAn29iR fan-

Proposed Password Pattern™

106221643a3a3b9070243d924-106221643a3a3b90702434924

Table 1. Result Analysis

Password Monster Tool

0.000005 trillion years

4 billion trillion trillion trillion years

Delinea.com Password

Checker Tool

186 million years

4.0E+63 million years

How Secure is My Password

Checker Tool

46 million years

9.0E+62 millions years
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5. CONCLUSION

In conclusion, the proposed WSN security model offers a comprehensive solution to address the critical
challenges of node authentication and secure data communication within Wireless Sensor Networks. By
incorporating advanced cryptographic techniques such as SHA-256 hashing for both fingerprint and image-
based authentication, the model ensures that only legitimate nodes are allowed to participate in the network.
Additionally, the use of secure communication keys for data transmission guarantees the confidentiality and
integrity of the information exchanged between nodes. The integration of a centralized database for storing
authentication data and communication keys further enhances the security of the network. The results obtained
through the validation of the communication keys indicate that the proposed approach provides a higher level of
security compared to existing methods. This model can be effectively applied to a wide range of applications,
including defense, healthcare, and industrial monitoring, where secure and efficient data sharing is essential.
Future work could explore the scalability of the system, its performance in large-scale networks, and the
integration of additional security features to further strengthen the overall framework.
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